MHdopmaumoHHas MamsaTka obyyarowmmesn no 6esonacHoct™ B Cetn UHTepHeT

C kaxgblM rogomM MOnoaexmu B MHTEPHETE CTAaHOBUTCA bonblue, a neTn, OCOBEHHO LLIKONTbHUKN,
OAHWN N3 CaMbiX aKTUBHbIX Nofb3oBaTenemn PyHeTa. Me>|<,1:|,y TEM, NMOMMNMO OrpoOMHOro
Konn4yecTea BO3MOXXHOCTEN, MHTEPHET HEeCeT n I'IpO6J'IeMbI. OTa namaATKa QormkHa nomodb Bam
1 BalwlnM AeTtam Ges3onacHo HaxoaunTbCA B CETU.

KOMI'IbI'OTeprIe BMPYChbI

KoMnbloTepHBI BUPYC — 3TO PasHOBUAHOCTb KOMMbIOTEPHBIX MPOrpaMm, OTIUYMTENBHON
0COBEHHOCTLI0 KOTOPOI SIBMNSIETCS CMOCOBHOCTL K Pa3MHOXEHMI0. B gononHeHne k aTomy,
BMPYCbl MOTYT NMOBPeaNTb UM NONHOCTLIO YHUYTOXUTL BCe (palinbl U AaHHbIE,
NOAKOHTPOSIbHbIE MONb30BaTENID, OT UMEHWN KOTOPOro Gbina 3anyLleHa 3apaxéHHas
nporpamma, a Takke NoBpeauTb UMM AaXKe YHUUYTOXUTb OnepaLmMoHHY CUCTEMY CO BCEMM
darinamm B Lenom. B 6onbLIMHCTBE CriyYaeB pacnpoCTPaHsIloTCA BUPYCbl Yepes MHTEPHET.
MeToabl 3aLLUMTbl OT BPEAOHOCHbIX NPOrpamm:

Ncnonb3ynTte coBpeMeHHbIe OnepaunoHHbIE CUCTEMbI, UMEKLLME CEPbE3HBIN YPOBEHb 3aLUMTbI
OT BPEAOHOCHbIX Nporpamm;

MocTosiHHO ycTaHaBnMBanTe navtn (UMA@pPoBbIe 3annaTkun, KOTopble aBTOMaTUYECKN
yCTaHaBMMBaKTCA C Lenblo JopabTkv nporpaMmmel) 1 apyrne o6HOBNEHNS CBOEN
onepaumoHHon cuctembl. CkaumBanTe UX TONMbKO ¢ odmnuymnansHoro canta paspabotumnka OC.
Ecnu cywecTtByeT pexum aBToMatn4eckoro o6HOBNEHUS, BKIOYNTE €ro;

PaboTtaiiTe Ha cBOEM KOMMbIOTEPE NOA NpaBaMu Nonb3oBaTens, a He agMuHUcTpaTopa. JTO He
NO3BOMUT BOMbLUMHCTBY BPEAOHOCHBIX NPOrpaMm MHCTaNNMpoBaThbCA Ha BalLeM
nepcoHanbHOM KOMMbIOTEPE;

Ncnonb3ynTte aHTUBUPYCHbIE MPOrpaMMHbIe NPOAYKTbI M3BECTHLIX NPOU3BOAMTENEN, C
aBToOMaTU4ecknmMm obHoBeHnem 0as;

OrpaHnybTe U3NYECKUn JOCTYN K KOMMbIOTEPY AN MOCTOPOHHUX UL,

Mcnonb3ynTte BHELLHME HOCUTENW MHopMaLmn, Takue Kak doreLuka, AUCK unmn damn na
WHTepHeTa, TOSbKO N3 NPOBEPEHHBLIX NCTOYHUKOB;

He oTkpbiBanTe KOMMNbIOTEPHbIE hannbl, MOfyYEHHbIE N3 HEHAAEXHbBIX NCTOYHMKOB. [Jaxe Te
darinbl, KOTopble NpUcnany 3Hakomble noau. Jlyde yToyHuTe y 3HakoMbIX, OTNPaBASANy fn

OHM Bam hannbl.
Cetn WI-FI

Wi-Fi - 3TO He B1g nepegayvn gaHHbIX, He TEXHOMOrMS, a Bcero nuwb 6peHa, mapka. Ewe B
1991 rogy HugepnaHgckas KomnaHua sapermctpmpoana 6peHg « WECAy, uto o6o3Havano
cnooco4veTaHne «Wireless Fidelity», koTopbii nepeBognTcs kak «6ecnpoBogHas TOYHOCTbY.
[o Hawero BpemeHn gowrna gpyras abbpesunatypa, KOTopas ABNAETCS TaKOM e TEXHONOrNeN.
OT10 abbpesnatypa «Wi-Fi». Takoe Ha3BaHMe ObINO AAHO C HAMEKOM Ha CTaH4ApPT BbICLUMIA
3BYKOBOW TexHuKkU Hi-Fi, 4TO B nepeBoge 03Ha4aeT «BbICOKaA TOYHOCTbY.

[a, 6ecnnaTHbI MHTEPHET-OOCTYN B Kade, OTENSIX N a3ponopTax SBMSeTCs OTMYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe akcnepThbl cHMUTAOT, 4To obwenoctynHble Wi-Fi
CeTun He ABnsaTCca 6e3onacHbIMK.

CoBeTbl N0 6e3onacHocTu paboTe B obwenocTynHbix cetax Wi-fi:

He nepepaBanTe cBO NMYHYO0 MHopMaumio Yepes obweanoctynHble Wi-Fi cetn. PaboTtas B
HUX, XenaTenbHO He BBOAUTb Naponv A0CTyNa, NOrMHbI U Kakme-To HOMepa;
Ncnonb3ynTte n obHOBNANTE aHTUBMPYCHbIE NporpaMMbl U GpaHamayep. TeM cambiM Bbl

obe3onacute cebs OT 3aKkayku BMpyca Ha Balle YCTPOMNCTBO;



Mpun ucnonbsosanum Wi-Fi oTkntounte dyHkumio «O6LWmin AocTyn K dpanmnam n npuHTepamy».
[aHHasa yHKUMA 3aKpbiTa N0 YMONYaHMIO, O4HAKO HEKOTOPbIE NONb30BaTENM akTUBUPYIOT €é
Ansa ygobetea ncnonb3oBaHus B paboTe nnm yyebe;

He ncnonb3yn nyonuuHbin WI-FI ana nepegaym nuyHbIX AaHHbIX, HANpUMEp NS Bbixo4a B
counarsbHble CeTU NN B SNEKTPOHHYIO MOYTY;

Mnonb3yn Tonbko 3awmiieHHoe coeanHerme Yeped HTTPS, a He HTTP, T.e. npu HaGope Be6-
agpeca BBOAN MMEHHO «https://»;

B Mo6unbHoM TenedoHe oTkntoum yHkumo «MogknioveHune k Wi-Fi aBTomatnyeckun». He

JOonycKar aBToMaTU4eCcKoro NogkrtodeHns yetponctaea k cetam Wi-Fi 6e3 TBoero cornacusi.
CouumanbHble ceTn

CoumanbHble ceTu akTUBHO BXOAAT B HALLY XM3Hb, MHOMME ntogu paboTaloT M XXMBYT Tam
NocTosiHHO, a B Facebook yxe 3apeructpmpoBaH MunnmMapa YenoBek, YTo ABNSeTCS OAHOM
ceabMoON BCex xutenen nnaHeTsbl. MHorMe nonb3oBaTtenn He NOHMMAaOT, YTO MHOPMaLMA,
pasmMelLeHHas UMK B coumanbHbIX CeTAX, MOXeT ObiTb HANAEeHa 1 UCMNOSb30BaHa KeEM YrogHo, B
TOM 4mcrne He ob6a3aTenbHO ¢ BnarMMmM HAaMepPEHNAMM.

OcHoOBHbIe coBeTbl N0 6€30MNacHOCTU B cOLMaNbHbIX CETAX:

OrpaHunyb cnncok apysen. Y Tebsi B Apy3bsiX HE JOIKHO ObITb Cy4YanHbIX 1 HE3HAKOMbIX
noaen;

3alumiian cBo YacTHYH XXM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOero
POXOEHUSA 1 OPYrYI0 NMNYHYIO MHpOpMaLMIO. 3M0YMbILLIIEHHUKM MOTYT UCMOSb30BaTh Aaxe
NMHPOPMaLMIO O TOM, KaK Tbl U1 TBOM pogUTENU NaHMpyeTe NPOBECTU KaHUKYIbI;

3alumiian CBo penyTaumio - 4EPXM €€ B YNCTOTE U 3agaBan cebe Bonpoc: xoTen Obl Thl,
4yTOObI ApYyrve Nonb3oBaTenu BUAENN, YTo Thl 3arpyxaeLwb? MNogyman, npexae 4em YTo-To
onybnukoBaTb, HanNnUcaTb 1 3arpy3nThb;

Ecnu Tbl roBopuLLb € NogbMK, KOTOPbIX HE 3Haellb, He UCMNOMb3Y CBOE pearibHoe NMS U
APYryHo NMYHY0 MHAOPMaLUN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

N3beran pasmellenns gpotorpadun B VIHTEpHETE, rae Tbl M30OpaXXeH Ha MECTHOCTU, MO
KOTOPOW MOXHO onpeaenuTb TBOe MECTOMOMOXEHNE;

Mpun pernctpaumm B coumanbHON ceT HeobXoanMO NCNONb30BaTh CIIOXKHbIE Naponu,
cocrosiue n3 Byks 1 LUMP U C KONNYECTBOM 3HAKOB He MeHee 8;

[nsa counansbHOM ceTu, NOYTbI U APYrMX CauTOB HEOBXOAMMO UCMOMNb30BaTh pPasHble Naponu.
Torga ecnu 1ebs1 B3NomatoT, TO 3r1I0YMbILUNEHHMKNA NOMyYaT JOCTYN TONbKO K O4HOMY MECTY, a

He BO BCe cpasy.
OneKTpOoHHbIe AeHbIn

OnNEeKTPOHHbIE AEeHbIM — 3TO OYeHb YAO0OHbIN CNOco6 nnaTexen, O4HAKO CyLLECTBYIOT
MOLLUEHHUKN, KOTOPbIEe XOTAT MNOSNY4YUTb 3TU AEHbIN.

OnNeKTPOHHbIE AEHbIM NOSBANNCH COBCEM HEAABHO M UMEHHO 13-3a 3TOr0 BO MHOTMX
rocygapcTBax 40 CUX MOp He NPonMcaHo Npo HUX B 3akoHax. B Poccum ke oHM yHKLMOHUPYOT
N O HMX YXXe MPOMUCaHO B 3aKOHe, rae UX pa3aenstoT Ha HECKOSbKO BUOOB — aHOHUMHbIE U He
aHOHUMHbIe. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTcs NpoBoaAUTb
onepauun 6e3 naeHTUdUKaLUmn NonbL3oBaTens, a B HEaHOHUMHBIX UAEHTUUKaLMN
nonb3oBaTens ABNAeTcs 06A3aTenbHON.



Takxke crniegyeTt pasnunyaTb 3J1EKTPOHHbIE (*)VIaTHbIe OEHbIn (paBHbI rocyaapCrtBeHHbIM
BaJ'II'OTaM) N 3NTIEKTPOHHbIE Hed)VIaTHble OeHbln (He paBHbl rocynapCTBEHHbIM BaJ'IlOTaM).

OcHOBHbIe coBeTbl MO 6e3onacHon paboTe € INeKTPOHHbLIMU AeHbraMu:

MpuBsKN K cHETY MOBUNBHBIVM TeNedOoH. OTO caMblil yAOOHbIV 1 BbICTPLIN cnocob
BOCCTaHOBUTb AOCTYN K cyeTy. MNMpuBsidaHHbIA TenedgoH nomMoxeT, ecnm 3abyaelub CBO
nnaTeXHbIN Naposib UK 3anfellb Ha CanT C HE3HAKOMOTrO YCTPOMUCTBA;

Wcnonb3yn ogHopasosble naponu. [locne nepexona Ha yCUNeHHyto aBTopusaumio Tebe yxe He
OygeT yrpoxaTtb ONacHOCTb Kpaku Uinv nepexesaTta nnaTexHoro napons;

BbiGepu cnoxHbin naponb. MNMpecTynHukam 6yaeT He NPOCTO yragaTth CAOXKHbLIA Naporb.
HapexHble naponm — 310 Naposnu, KoTopble cogepXaTt He MeHee 8 3HaKOB U BKITIOYaloT B cebs
CTPOYHbIE U NPOMNNCHbIE BYKBbI, LIMMPbI U HECKONBKO CUMBOJIOB, TaKMe Kak 3HaK gonnapa,
dyHTa, BOocKNMUaTenbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

He BBOAM CBOM NNYHbLIE faHHbLIE HA CalTaX, KOTOPbIM HE SOBepsiellb.

AneKTpoHHasa no4Tta

OneKTPoHHasA NoYTa — 3TO TEXHOMNOTUSA N NPeaoCTaBNseEMbIE €10 YCIYr MO Nepechbisike n
NONYYEHUIO SNEKTPOHHBLIX COOBLLEHNI, KOTOPbIE pacnpeaensaTCs B KOMMLIOTEPHOWN CETH.
OB6bI4HO 2NEKTPOHHbBIM MOYTOBLIN AWK BbIMAAUT cnegyowmm obpasom:
UMs_nonb3oBaTena@umsa_aomMeHa. Takke Kpome nepegadm NnpocToro TekcTa, MMeeTcs
BO3MOXHOCTb NepefasaTb hanrnbl.

OcHOBHbIe coBeTbl N0 6e3onacHon paboTe ¢ 3INeKTPOHHOM NOYTOM:

Hago BbibpaTb NnpaBuibHbIA NOYTOBLIN cepBUC. B MHTEpHETE eCTb OrpOMHbBIN BbIGOP
BecnnaTHbIX MOYTOBLIX CEPBUCOB, OQHAKO NyYlle A0BEPATb TEM, KOro 3HaeLlb U KTO NepBbin B
pEeNTUHre;

He ykasbiBan B IMYHON NOYTE NUYHYO MHopmauuio. Hanpumep, nyywe BbibpaTb
«My3blKanbHbIN_daHaT@» nnn «pok2013» BMecTo «Temal3»;

Mcnonb3yn OByxaTanHyo aBTopu3auuio. 3To Koraa NoMMMO Naponst HYXHO BBOAUTb KOA,
npucbinaemoivi no SMS;

BbiGepu cnoxHbin naponb. [ns KaXkgoro NoYTOBOro SILLMKA AOIMKEH OblTb CBOW HAOEXHbIN,
YCTOMYMBBIN K B3fIOMY Naporsib;

Ecnu ecTb BO3MOXHOCTb HanMcaTb CaMoMy CBOW JNTIUYHbLIN BONPOC, UCNOMNb3YN 3Ty
BO3MOXHOCTb;

Mcnonb3yn HeCKorbKO MOYTOBbLIX ALWMKOB. [1epBbIn ANd YaCTHOM Nepenucku ¢ agpecatamu,
KOTOPbIM Tbl AOBEPSAELLb. OTO ANEKTPOHHbIN agpec He Haao MCMONb30BaTh NpU perncTpaumumn Ha
dopymax u cantax;

He oTkpbiBan hannsbl 1 gpyrue BrioXeHUs B NMCbMaXx Aaxke ecrnnv OHW NpULLnY OT TBOUX ApYy3en.
Jlyywe yTouHM y HUX, OTNPaBNANM N1 oHn Tebe aTn hannsi;

Mocne okoH4YaHusA paboTbl Ha NOYTOBOM CEPBUCE Nepes 3akpblITUEM BKIaAKM C CanToOM He

3abyab HaxaTtb Ha «BbinTn».
Knb6epOynnuHr unu BupTyanbHoe nsgeBatefibCTBO
KnbepbynnuHr — npecnegoBaHne coobLLeHnamm, cogepaLlimmMmm ockopbreHns, arpeccuio,



3anyruBaHue; XynMraHcTeo; coLmarnsHoe GOMKOTUPOBaHME C NMOMOLLBI0 Pa3NNYHBLIX UHTEPHET-
CEepBWCOB.

OcHOBHbIe coBeTbl N0 60pbbe ¢ KN6epoOYyNNMHIoOM:

He 6pocavica B 6ou. Jlyywwmnn cnocob: nocoBeToBaThCs Kak cebst BECTU U, €Cnn HET TOTO, K KOMY
MOXHO 06paTUTLCS, TO BHaYane ycnokontbcs. Ecnu Tbl HaYHeLb 0TBeYaTb OCKOPONeHns M1 Ha
ockopbneHns, To ToNbKo eLle 6onbLue pa3oxokeLlb KOH(NUKT;

YnpaBnsin cBoewn knbeppenytaumen;

AHOHMMHOCTbL B ceTM MHMMas. CyLLeCTBYIOT CMOCO0ObI BLIACHUTL, KTO CTOUT 3@ @HOHUMHbIM
aKKkayHTOM;

He cTtouT BeCTU XynuraHckuin obpas BupTyanbHON XNU3HU. VIHTEpHET brkcmpyeT BCe TBOU
OENCTBUA U COXpaHAeT ux. YaanuTb ux byaeT kpanHe 3aTpyaHUTENbHO;

Cobntogan cesov BUPTyarnbHYK YecTb cmonoay;

WrHopupyn eanHunyHbIM Heratue. OQHopa3oBble ockopbuTenbHble COOBLLEHUS nyYLle
urHopuposaTtb. OBbLIYHO arpeccus NpekpaLwaeTca Ha HavanbHOW CTaauu;

BaH arpeccopa. B nporpammax obmMeHa MrHOBEHHbLIMU COOBLLEHNSIMU, B COLManbHbIX CETSX
€CTb BO3MOXXHOCTb B6IOKMPOBKM OTNPaBKM COOBLLEHWI C onpeaerieHHbIX aapecos;

Ecnun 1ol cBngeTens knbepbynnuHra. TBon encTBUSA: BbICTYNUTbL NPOTMB NpecrnegoBartens,
nokasaTb eMy, YTO ero AeNCTBUS OLEHUBAOTCH HEraTMBHO, NOAAEPXaTb XepTBY, KOTOPOW
HY>KHa ncuxoriornyeckas MoMoLLb, COOBLLMTL B3POCNbIM O (bakTe arpecCMBHOro NoBedeH s B

ceTn.

Mo6unbHbIn TenedoH

CoBpemeHHble cMapTOHbI 1 NNaHLWweTbl cogepxat B cebe BrnomHe B3pochbli OyHKUMOHanN, n
Tenepb OHN MOTYT KOHKYPMpPOBaTb CO CTaUMOHapHbIMK kKoMNbloTepamu. OgHako, cpencTs
3aWmThl 419 NoA06HbBIX YCTPOUCTB MOKa 0YeHb Mano. TecTupoBaHMe U MOUCK YA3BMMOCTEN B
HUX MPOMCXOAUT HE TaK MHTEHCUBHO, Kak ang K, To e camoe kacaeTcs N MOOUIbHbIX
npunoxeHuii. CoBpeMeHHble MOOUIbHLIE Bpay3epbl y)Ke NPaKTUYeCKn OrHanM HacToNbHbIE
aHanoru, ogHako paclmpeHne yHkumMoHana eneyveT 3a cobon BoMnbLIY CNOXHOCTL U
MEHbLUYIO 3aLUULLEHHOCTb. [laneko He Bce NpOn3BOANTENN BbiMyCcKaloT OOHOBMEHNS,
3aKpblBaKOLLME KPUTMYECKNE YS3BUMOCTM OS5 CBOMX YCTPOMCTB.

OcHoBHbIe coBeTbl Ans 6e3onacHOCT MOOUNbLHOro tenedoHa:

Huyero He aBnsieTca no-HacToswemy 6ecnnatHbiM. Byab ocTopoXeH, Beab Koraa tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTyT ObITb CKPbITbl KAKMe-TO MraTHbIe YCNyru;
Oymain, npexage yem otnpasute SMS, poTo munu Buaeo. Tbl TOYHO 3HaAELb, rAe OHU ByayT B
KOHEYHOM muTore?

Heobxoanmo 06HOBNATE ONEPALIMOHHYIO CUCTEMY TBOEro CMapT(oHa;

Mcnonb3yn aHTMBUPYCHbIE NPOrpaMmmbl 45151 MOBUMNbHBIX TENegOHOB;

He 3arpy>kan npunoXxeHus OT HEM3BECTHOIO UCTOYHMKA, BEAb OHN MOTYT coaepXaTb
BPeAOHOCHOE NporpammMmHoe obecneyeHue;

Mocrne Toro kak Tbl BblAelb C canTa, rae BBOAUM NUYHY MHopmMaLmio, 3anam B HaCTPOMKK

Opaysepa n yganu cookies;



Meprnognyeckn NpoBepsan Kakme nnaTHble YCyru akTuBMpoBaHbl Ha TBOEM HOMEPE;
[aBan cBo HoMmep MOBMNBHOrO TenedoHa TONMbKO NIOAAM, KOTOPbIX Thbl 3HAELb 1 KOMY
noBepsiellb;

Bluetooth gomxkeH ObITb BbIKMOYEH, KOrga Tbl UM He Nonb3yellbes. He 3abbiBan nHorga

NpoBepsTh 3TO.

Online urpbl

CoBpeMeHHble OHTaNH-UrPbl — 3TO KpacouHble, 3axBaThbiBatoLLUMe pasBrevyeHus,
06beanHsIIOLLNE COTHM ThiCAY YenoBek No Bcemy Mupy. rpoku nccnegyoTt aHHbIA UM MuUp,
obLaloTca Apyr ¢ ApYrom, BbIMOSHAT 3a4aHNA, CpaXkatoTCst C MOHCTPaMu M NosyyatoT OnbIT.
3a yooBObLCTBME OHU NNATAT: NOKYNaT AUCK, OnnayvnBaroT aboHeMEHT unu npuobpeTatoT
Kakne-To onuun.

Bce aTu cpeacTtea nayT Ha nogaepKaHue u passuTUE Urpbl, @ Takke Ha caMy 6Ge3onacHoOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3aLIMK, BbINYCKAOTCA HOBbIE NaTtuun (LnMdpoBble 3annaTtku
OnNs nporpamMm), 3aKkpbIBalOTCA ySA3BUMOCTM cepBepoB. B nogobHbIX urpax CTouT onacaTtbCs He
CTOJTIbKO CBOMX COMEPHUKOB, CKOMNBbKO Kparku TBOEro napons, Ha KOTOPOM OCHOBaHa cuctema
aBTOpU3aLmMn BONbLUNMHCTBA UTp.

OcHoOBHbIe coBeTbl N0 6€30MacHOCTU TBOEro NrpoBoOoro akKkayHTa.

Ecnn gpyron urpok BegeT cebs nnoxo unu cosgaet tebe HeENPUATHOCTU, 3abNOKNPYN ero B
CMMCKe NIPOKOB;

Moxanynca agMUHUCTpaTopam Urpbl Ha NOXoe NoOBeAEeHNe 3TOro Urpoka, enaTenbHO
NPUNOXNTb Kakne-To JoKasaTenbCTBa B BUAE CKPUHOB,

He ykasblBan Nn4YHyo MHopmMauuio B npocanse urpsbl;

YBaxaun gpyrmx y4acTHUKOB MO Urpe;

He ycTaHaBnunBan HeoduumarbHble NATYN U MOAbI;

Mcnonb3yn CroXxHble 1 pasHble naponu;

[axe BO BpeMs Urpbl He CTOUT OTKIOYaTh aHTMBUPYC. [1oKa Tbl Urpaellb, TBOW KOMMNbIOTEP

MOryT 3apasuTb.
PULINHT UNKU KpaXka NUYHbIX AAaHHbIX

O6bI4HOM KpaXken AeHer N JOKYMEHTOB CErodHs e HUKOro He yamsufilb, HO C pa3sButMem
WHTEPHET-TEXHOMNOIMIN 3N10YMbILLEHHUKM NePEMECTUNNCH B MHTEPHET, U NPOLOIKaOT
3aHUMaTbCA «brMbiIM» AenoM. Tak nosiBMnack HoBas yrpo3a: MHTepPHeT-MOLIEHHMYeCTBa
WU PULLIKHTF, rMaBHasg Lenb KOTOPOro COCTOUT B MOMYYEHUN KOHUAEHUMaNbHbIX AaHHbIX
norb3oBaTenen — NOrMHOB 1 naposier. Ha aHrnmnckom ssblke phishing untaeTtcsa Kak ULINHP
(ot fishing — pbI6Hast noensi, password — napornb).

OcHoOBHbIe coBeThI Mo 6opbbe ¢ PULLMHIOM:

Cnenu 3a cBoMM akkayHTOM. Ecnu Tl nogo3peBaelub, YTO TBOS aHkeTa Obina B3nomaxa, 1o
HeobxoanmMo 3abnokMpoBaTb €€ 1 COOBLWNTL agMUHUCTPaToOpaM pecypca 06 3TOM Kak MOXHO
cKopee;

Ncnonb3yn 6e3onacHble Be6-CanTbl, B TOM YMCNE, MHTEPHET-Mara3nHOB U MOWCKOBbLIX CUCTEM;
Mcnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnm Tebsa B3nomaroT, TO

3M10yMbILLNEHHUKM nony4aT OOCTyn TOJIbKO K O4HOMY TBOEMY ﬂpO(*)I/IJ'HO B CETU, a HE KO BCEM;



Ecnu Tebsa Banomanu, To Heob6xoanMo npeaynpeanTb BCeX CBOMX 3HAKOMbIX, KOTOpble
pobaeneHbl y Tebs B Apy3bsx, O TOM, YTO Tebsa B3nomanu 1, BO3MOXHO, OT TBOEro uMmeHn byaet
paccbinaTbCA CaM M CCbINKU Ha (PULLMHIOBbLIE CanThl;

YcTtaHoBu HagexHbi naponb (PIN) Ha MoGUnbHbIN TeNedoH;

OTkntoun coxpaHeHve napons B 6paysepe;

He oTkpbiBan dhannsl 1 Apyrne BrIOXeHUs B NUCbMax Aaxe eCnm OHW NPULLINIK OT TBOUX APY3en.

Jlyywie yTOuYHM y HUX, OTNPaBNANM N OHU Tebe aTn hannbi;

LUudporas penyTtauums

LincdopoBasi penytaums - 3To HeraTMBHas UnNn No3MTUBHaA MHopMaums B ceTh o Tebe.
KomnpomeTupytoLas nHpopmarms pasmeLlleHHas B UHTEPHETE MOXET Cepbe3HbiM 06pa3om
OTPa3nTbCS Ha TBOEW peanbHOM Xn3Hu. «Lindposasa penytauunsa» - aT0 TBON UMUK, KOTOPbIN
dopmupyeTcsa M3 uHdopmaumm o Tebe B MHTepHeTe. TBOE MECTO XUTENbCTBA, y4ebbl, TBOE
hbnHaHCOBOE NornoXxeHne, ocCOBEHHOCTN XxapakTepa 1 pacckasbl 0 6NM3kMx — Bce aTO
HakannMeaeTcs B CETWU.

MHorne nogpoCTKM NErkOMbICIIEHHO OTHOCATCA K NyGrivkauum nnyHon nHdopmauumn B
NHTepHeTe, He NOHMMas BO3MOXHbIX NOCNeACTBUA. Thbl AaXe He CMOXeLUb AoragaTbCs O TOM,
yTOo dhoTorpachums, pasmelleHHas 5 neT Hasag, cTana NPUYMHOM OTKasa NPUHATL TeBA Ha
paborTy.

KommeHTapuun, pasmelueHve TBomx potorpacdun n gpyrue 4eNCTBUS MOTYT HE NCHE3HYTb Aaxe
nocne Toro, Kak Tbl UX yaanuib. Tbl HE 3HaeLlb, KTO COXpaHun 3Ty nHdopMauuio, nonana nm
OHa B MOUCKOBbIE CUCTEMbI M COXPAHWUMach v OHa, a rMaBHOe: YTO NogymatoT o Tebe
OKpy>atoLLiee nogn, KoTopble HanaQyT 1 yBUAAT 3T0. HanTu nHopmaumio MHOMoO fieT CnycTs
CMOXET noboin — Kak 13 4obpbIx NOBYKAEHWIA, TaK U C HAMEPEHNEM NPUYNHUTE Bpes. ITO
MOXeT BbITb KTO YrogHo.

OcHOBHbIe cOBeTbI MO 3awWmTe LM poBoM penyTauuu:

Moayman, npexae Yyem 4To-TO Ny6rnmMkoBaTh 1 Nepefasatb y cebsa B 6rore unu B coumansbHoOm
ceTu;

B HacTpomnkax npodunga yCTaHOBWU OrpaHNYeHNsa Ha NPOCMOTP TBOEro Npodusisi U ero
COAEPXMMOro, caenan ero TonbKo «ansa apy3emn»;

He pa3meLluan n He ykasbiBan MHGOPMaLUNIO, KOTOpas MOXET KOro-nmbo ockopbnaTe nnm

obmxaTb.

ABTOpCKOe npaBo

CoBpeMeHHbl€e LIKOMbHUKW— aKTUBHbIE Nonb3oBaTenn umdpoBoro npoctpaHcTea. OgHako
Aarneko He BCe 3HAKT, YTO MNOfb30BaHME MHOMMMUN BO3MOXHOCTSAMM LMAPPOBOro Mupa tpebyeT
cobnoaeHns NpaB Ha MHTeNeKTyanbHy COOCTBEHHOCTb.

TepMUH «MHTENNekTyanbHas COOCTBEHHOCTbY OTHOCUTCS K Pa3fnMyHbIM TBOPEHMSAM
4YenoBeYyecKoro yma, Ha4umHas C HOBbIX M306peTeHnn 1 3HakoB, 0603HaYaLLMX COBCTBEHHOCTb
Ha NPOAYKTbI U YCNYyrK , U 3aKkaH4MBasi KHUramm, otorpadusamm, KnHopmnbmamm um
My3blKaInbHbIMW NPOV3BEAEHUAMM.

ABTOpCKME NpaBa — 3TO NpaBa Ha UHTENIeKTyanbHy0 COGCTBEHHOCTb Ha NPOM3BEAEHUS HAYKW,
nuTepaTtypbl U UckyccTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTUM TOro, Y4To
WHTENNeKTyanbHbIN/TBOpYECKUlt TPy aBTopa He ByaeT HanpacHbIM, AacT eMy cripaBeinBblie
BO3MOXXHOCTM 3apaboTaTb Ha pe3yrnbTaTax CBOEro Tpyaa, NofyuynTb M3BECTHOCTb U NPU3HaHKe.
HukTo 6e3 pa3pelueHus aBTopa He MOXeT BOCMPOM3BOANTL €ro NPpon3BeaeHue,
pacnpocTpaHsTb, Ny6rM4YHO AEMOHCTPMPOBaTh, NPo4aBaTh, MMMNOPTUPOBATh, NyckaTb B NpokKaT,



I'Iy6]'||/|‘-IHO NCMOSHATL, NOKa3bIBaTb/UCMONHATL B acbmpe nnn pasMellaTb B VlHTepHeTe.

Mcnonb3oBaHue «nmMpaTcKoro» nporpaMMHOro obecnevyeHns MoXeT NPUBECTU K MHOTUM

puckam: OT NOTEPU AaHHbIX K TBOUM akkayHTam 00 6NOKMPOBKM TBOEro YCTPOWCTBA, rae

YCTaHOBIIEHHbIV He NneranbHasa nporpamma. He ctout Takke 3abbiBaTtb, YTO CyLLeCcTByeT

neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HANTUN B CETW.

O noptane

g CeTeBMYOK.pd — TBOW IMaBHbIN COBETYMK B CETU. 30€ECb Thl
e MOXelLUb y3HaTb 0 6€30MacHOCTM B CETU MOHATHBLIM U

OOCTYMNHBIM A3bIKOM, @ MPU BO3HUKHOBEHWUU KPUTUYECKOM

cuTyaumm obpaTUTbCs 3a COBETOM.



http://chgard147.tgl.net.ru/children
http://сетевичок.рф/
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